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August 16, 2019 [TECHNOLOGY COMMITTEE REPORT] 

 

1 
 

To:  Red Crown Technology Committee  
 
From:  Steve Richardson, Digital KeepSafe LLC 
 
Date:  August 16, 2019 
 
Subject: Technology Committee Report 
 
NCUA Audit 

 Focus on Cyber Security 

 New Firewalls, Routers, and Switches 
 
Cybersecurity Awareness Training 

 Annual training conducted in July 2019 

 PowerPoint available to employees 
 
 

CUDL Lending 360 Implementation 

 Go Live Tuesday 8-6-2019 
 
 

Windows 7 End of Life Support 

 January 15, 2020 

 All Windows 10 by year end 
 
IT Penetration and Vulnerability Test 

 Gathering bids in September 

 Testing in November 2019 
 
State of Information Technology 2019 Report 

 Included in packet 
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Red Crown Credit 
Union 
Information Technology Report 
 
This document provides a summary of the current state of the Red Crown's 
Information Technology as of August 2019. It also addresses projects and 
considerations  in 2020. 
 
 

 

2019 

Steve Richardson 
Digital KeepSafe, LLC 

8/1/2019 
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Servers: 

Red Crown hosts  five (5) Microsoft Windows Servers.  Three servers,  STI1 ( Primary DC & File 

Server), STI2( File and Print Server), and RCDC1 (Backup DC), are running Windows Server 

2008R2.  These server will need upgrading  to Windows 12R2 at least,  as 2008R2 is 

approaching End Of Life support from Microsoft.  Server RCMail, is Red Crown's email server 

running on Windows 2012R2 and Microsoft Exchange 2013, while Server CRM2 is running 

Windows Server 2012R2 along with Microsoft SQL 2016.  CRM2 hosts applications for CRM, 

Profit Starr and Laser Pro.  CRM2 and RCMail are both products of upgrade to previous CRM 

and Mail servers running Windows 2003 and Exchange 2007. 

 

Backup System: 

The Barracuda backup appliance is equipped with mirrored 4TB hard drives, provides backup versioning 

and utilizes a de-duplication process which requires less time and space to backup and restore data. 

Data is backed up every evening and the results of the backup are emailed to the IT department for 

monitoring.  

The backup appliance was recently relocated from the Broken Arrow branch to the Mayes Co branch for 

greater geographical distance between the Servers located in Tulsa. The Mayes Co branch is also 

equipped with a natural gas generator for electrical power backup in the event of an outage. 

 

Workstations: 

Red Crown has approximately 95 workstations and laptops, compared to seventy two workstations  and 

one laptop just a few years ago.  The last year and a half has been a PC refresh project, replacing 

Windows 7 computers that were equipped with  an i3 processor and just  2GB Memory.  These are being 

replaced with Windows 10 Pro computers equipped  with a more powerful i7 processors and 16Gb of 

memory.  There are a handful of newer computers that were equipped with i5 processors and 8Gb of 

memory that were worth keeping and upgrading to Windows 10 Pro and an additional 8GB of memory. 

There are still a dozen or so computers that will be upgraded or replaced.  Windows 7 reaches EOL in 

January 2020.  This is the 2nd PC refresh project undertaken by Red Crown over the last 7 years. 
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Firewalls: 

Internet: The primary function of a firewall is to protect against threats originating from the 

Internet. The Barracuda X400 Firewall was upgraded in early 2018.  It was replaced with a 

Barracuda Next Generation F380 Firewall to provide stronger security with Advanced Threat 

Protection against Malware and Botnets. It also provides Intrusion detection and prevention, 

better support for cloud connectivity, Remote Access with Site-to-Site and Client-to-Site VPN, 

Central Management and Reporting. 

 

Email: Barracuda provides a two tiered layer of protection against known email virus’s and 

spam. The first layer provides incoming filtering at the cloud level, then forwards emails to the 

internal Barracuda Email Firewall, an SF300 that replaced the SF200 in 2017. The  Email Firewall 

filters incoming emails once more before forwarding emails to Red Crown's on-premise email 

server.  The cloud also provides are 98 hour queue, which in the event the Email Firewall or the 

Mail server are down, allows time to service these devices without having emails returned to 

the sender.   

The exchange server routes all outgoing email to the Barracuda SF300 where it is scan for 

viruses and HIPPA, GLB, and PCI compliance rules.  If it passes the scan, the email is routed to 

the cloud security filter, scanned a second time and then sent to the recipient.  If a the email 

fails one of the rule sets, the email is automatically encrypted and sent to a Barracuda secure 

email server where the data is encrypted at rest.  An email message is sent to the original 

intended recipient announcing they have a secure message from a  Red Crown sender. An 

encrypted link is provided along with instructions pertaining to how to access the secure email.  

Note: Users can also choose to send an encrypted email from their outlook email client or OWA 

if necessary.  

 

End-Point Protection: 

Symantec’s End Point Protection provides an Antivirus/Malware solution for the credit unions 

servers, desktop and laptop computers. Management of the product is controlled through the 

Web Interface and monitored regularly by IT staff.  
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Data Circuits: 

Cox Business provides Red Crown's Metro Ethernet Data Circuits.  In 2018 the circuit speed was 

increased from 20MB to 1GB across all locations. The Metro-E circuits provide a fully meshed, 

fast, secure, and monitored connection to all five locations.  Claremore was added as the 

newest branch in January 2019.   

Internet:  

Due to the critical nature of Internet, particularly considering the new Internet based phone system, Red 

Crown has redundant corporate Internet connections from separate Vendors. Cox Business  and Encore 

both provide 150mb x 50mb Fiber Internet connections.   Both Internet Connections are located at the 

Corporate branch office. 

In addition, each branch has an Internet connection that is not part of the corporate network.  These 

Internet connections are all provided by Cox Business and are designated for employee personal use. 

 

Infrastructure: 

During the later part of 2018 and into 2019, all network routers and managed switches were 

upgraded to devices that supported updated security protocols, VLAN capabilities to separate 

Voice and Data traffic, Voice over IP (VoIP) QOS, Gigabit connectivity, and Power over Ethernet 

(P0E+).  

 

Phone System: 

With the existing Toshiba phone system approaching End of Life support, as well as the success 

and expansion of the Call Center, Red Crown Management approved the replacement of the 

phone system.    After researching several vendors Red Crown decided on the company, 8x8 

Inc.   

8x8, headquartered in San Jose California, is a provider of cloud communications  and solutions 

including Internet cloud-based voice, contact center, video, mobile and unified 

communications. 

After signing a contract with 8x8 in January 2018, the design of a separate Voice IP network 

scheme was developed for each Red Crown location.  The recently installed routers and 

switches were configured with the Voice IP's and VLAN's for the IP Phones, separating Voice  
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Phone System - Continued: 

and Data traffic while giving priority to voice traffic.  The IP phones were configured, installed 

with  temporary phones numbers, and tested.  

Virtual Office and Call Center Applications were configured and tested.  Users were provided 

extensive training on both applications and in May of 2019 Red Crown phone numbers were 

ported over form Cox Business to 8x8. By the end of May, the successful cut over to the new 

system was completed. 

Notable enhancements to the call center are text messaging and calling directly into the call 

center.  Previously callers were connected to the operator who would transfer the call to a call 

center representative.  

As of August 1 2019, testing is underway for Chat implementation, which is scheduled to go live 

in September 2019.  

 

Faxing: 

With the implementation of the new 8x8 system, the capability for users to send and receive 

faxes directly from their desktop is available, thus eliminating the need for a physical fax 

machine and providing a much higher level of efficiency.  

 

2020 and Beyound 

 

On-Premise Exchange and Microsoft Office -vs- Office 365 with Hosted Exchange 

 

Red Crown is currently using Office 2007, which is comprised of Word, Excel, and Outlook. 
This product is installed locally on each required computer.  Outlook is the email client that 
connects to Red Crown’s On-Premise 2013 Exchange Server. 
 
Office 2007 has reached End of Life support from Microsoft, so it will not receive any feature 
updates or security patches. While this isn't as bad as using an unsupported operating 
system, it still needs to be replaced. 
 
While we could purchase a volume license for the latest version of Office 2019 to replace 
the 2007 version outright, Microsoft offers a different option.  
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Office 365 is their subscription plan which has several tiers. For a set cost per user per 
month, you can purchase a subscription that includes access to all the latest Office apps. 

Depending on the tier, the subscription service includes Outlook, Word, Excel and other 
applications, including hosted Exchange. 

It doesn’t make since to purchase the next version of office without taking a look at all 
available options to determine which is the best path going forward for Red Crown.  We 
expect to have our comparisons available to management by the end of this year.  At that 
time we will be more informed to decide if we should: 

 Purchase licenses of the latest stand-alone version of MS Office to replace Office 
2007 while keeping our On-Premise 2013 Exchange server. Note: When choosing 
this option, you have to pay for next version upgrades. 
 

 Migrate to the latest versions of MS Office 365 and Cloud Hosted Exchange. Note: 
When choosing this option, the versions of Office and Exchange are always the most 
current. 
 

Servers and Data Storage Upgrades - Cloud vs On-Premise vs On-Premise 
Virtualization: 

Red Crown has physical servers that will require software and hardware upgrades in early 
2020.  Before proceeding with any upgrades, we should research if there are better options 
available.   

 Do we continue to upgrade and maintain physical on-premise hardware or do we 
consider migrating our servers and data to the cloud? 
  

 Do we move to a public or private cloud? What are the differences? 
 

 Do we purchase VMware to virtualize servers, then replicate to other VMware 
Servers at another branch or local data center. 
 

 What are the cost associate with these options? 
 

 What are the time frames to implement each option? 
 

There are many complex questions that need to be researched very carefully.  IT will conduct 
an analysis comparing the pros and cons of each option, and present the findings to Red 
Crown management.  
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Part 1 - Financial Privacy 
 
Financial Privacy Statement 
Red Crown Federal Credit Union is committed to making available financial products and 
services that will enable its members to meet their financial needs and goals. Protecting 
personal information and using it in a manner consistent with member expectations is a high 
priority.  To ensure that members can rely upon the quality of products and services we make 
available, Red Crown Federal Credit Union stands behind the following privacy policy: 
 

 Red Crown Federal Credit Union will collect only the personal information that is 
necessary to conduct our business.  We collect this information about members from 
applications and other forms, from member transactions with us, member transactions 
with nonaffiliated third-parties and information we receive from consumer reporting 
agencies. 

 Our members will always have access to their information.  Members of Red Crown 
Federal Credit Union have the opportunity to review their information and make 
changes to ensure that our records are complete and accurate. 

 Red Crown Federal Credit Union does not and will not sell or provide any member 
information to non-affiliated third parties including list services, telemarketing firms, or 
outside companies for independent use. 

 
Information We Disclose 
Red Crown Federal Credit Union provides account information to companies that perform 
services or functions for the Credit Union, allowing us to offer and provide complete financial 
products and services.  We may disclose all or some of the information we collect to companies 
that perform marketing services on our behalf or other financial institutions with which we have 
joint marketing agreements.  We may also disclose information we collect under other 
circumstances as permitted or required by law.  These disclosures typically include information 
to process transactions on our members’ behalf, to conduct the credit union operations, to follow 
member instructions as authorized, or to protect the security of our financial records.  
 
How We Protect Member Information 
Red Crown Federal Credit Union will comply with NCUA Rules and Regulations, Part 748, with 
regard to protecting our member’s personal information. Red Crown Federal Credit Union will 
maintain strong security controls to ensure that member information in our files and computers 
is protected. We restrict access to member account and non-public information to those 
employees with a specific business purpose in using the information. Additionally, we maintain 
physical, electronic and procedural safeguards that comply with federal regulations and utilize 
leading industry practices to safeguard non-public personal information.  Procedures for 
protecting member information are detailed in Red Crown’s Member Information Security 
Program. 
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Risk Assessment 
The Board of Directors recognizes there are internal and external threats that could result in 
unauthorized disclosure, misuse, alteration, or destruction of member information.  Management 
is directed to reasonably identify all such risks to the credit union by using a process of 
monitoring, measuring and identifying all such risks for which the credit union must be prepared 
to control and mitigate.  These assessments and the Member Information Security Program will 
be reviewed and updated not less than annually or whenever significant changes occur or new 
critical systems are introduced. 

 
Management and the Board of Directors will be involved in decision-making processes to 
contain risks effectively.  The Board will review and approve new products and delivery 
channels that may have significant impact on the credit union’s protection of member 
information.  Management will be expected to evaluate critically the design, operation, and 
oversight of product implementation plans, prepare such assessment reviews as is necessary 
and recommend changes to the Member Information Security Program as necessary. 

 

Financial Privacy Act 
Congress passed the Right to Financial Privacy Act (RFPA) to protect individuals’ financial 
records from improper disclosure to federal agencies and officials. While Red Crown Federal 
Credit Union is legally obligated to respond to most subpoenas and other official requests for 
information and must file suspicious activity reports where appropriate, it will fully comply with 
the privacy law restrictions. 

Red Crown Federal Credit Union will make every effort to protect member’s financial privacy 
through compliance with the Right to Financial Privacy Act. Additionally, the credit union will 
provide appropriate member notification of subpoenas, summonses, written requests for 
information, and oral inquiries with respect to a member’s financial information. 

In order to release member information to a governmental agency or other party, the requesting 
party must provide a subpoena or other binding order or the written authorization of the 
member. Additionally, the requesting party must provide Red Crown Federal Credit Union with a 
certificate of compliance for each request of member information. Red Crown Federal Credit 
Union reserves the right to release such information, at its sole discretion, within the limits of the 
law. 
 
Notification Requirements  
Red Crown Federal Credit Union members normally will be notified by the credit union upon 
receipt of any subpoena or other written or oral order or request for information. However, the 
credit union will delay such member notification when instructed by a directive of the issuing 
court to delay notice with respect to federal subpoenas or other official inquiries. 

 
Grand Jury Subpoenas 
Red Crown Federal Credit Union will not provide notification to the member of certain grand jury 
subpoenas. Under no circumstances will a member named in a federal grand jury subpoena be 
notified of the existence of the subpoena or the information disclosed pursuant to a federal 
grand jury subpoena. 

Page 12 of 50



Red Crown Federal Credit Union 

Policy Manual 

Section XIII – Information Security 

 

  Section XIII - Information Security Page 3 
 

 
Training and Compliance 
Management is responsible for initial and ongoing training of credit union employees of the 
requirements of the privacy policy. The credit union’s compliance with the Right to Financial 
Privacy Act will be reviewed by Management. 
 
Record Retention 
Red Crown Federal Credit Union will maintain a record and file of all requests for member 
financial information, including a copy of the request and the information released. The record 
may be made available to the member upon request, at the discretion of credit union 
management, unless prohibited. 
 
All Other Credit Union Policies 
It is the determination of the Board of Directors that the approved credit union policies and 
programs below shall be considered a part of this policy by reference: 

 Member Information Program 

 Red Flag Policy 

 E-Commerce Policy 
 
 

Part 2 – Member Information Security Program 
 
Purpose 
The lack of a comprehensive information security program, or the failure to adhere to the 
standards and practices described in the program, threatens the security, confidentiality and 
integrity of nonpublic member information.  The Board of Directors and Management of Red 
Crown Federal Credit Union (RCFCU) have recognized this risk and have established the 
following policies and procedures to guard against threats and misuse of member information or 
member information systems.  The Board will oversee the implementation and the maintenance 
of this program.  Management will report to the Board on the status and effectiveness of the 
program at least annually. 
 
Confidentiality 
The contents of the information security program should be kept confidential and internal to 
RCFCU.  The information contained in the program should be shared only with authorized 
employees and outside auditors or legal counsel when applicable.  Disclosure of the contents of 
the program, whether intentional or accidental, could expose RCFCU to increased risk of 
security breaches, as specific information would help a potential intruder exploit known 
vulnerabilities in selected systems. 

 
Risk Assessment 
In the process of serving its members, RCFCU gathers nonpublic information.  At times, in 
order to complete a transaction, it is necessary to disclose member information to a third party.  
Due diligence is exercised when selecting third-party processors and other service providers.  
Contracts with processors will require the processor to implement appropriate measures to 
meet the objectives of National Credit Union Administration (NCUA) guidelines for safeguarding  
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member information.  RCFCU requires Confidentiality Agreements with our service providers 
that have access to member information through their provision of services.  These agreements 
require compliance to our privacy standards to ensure protection of our member information. 

 

Member information comes in many forms, from electronic records to paper documents.  As 
defined by the NCUA, member information means any records containing nonpublic personal 
information about a member, whether in paper, electronic, or other form that is maintained by or 
on behalf of the credit union.  An inventory of member information systems and the sources and 
flow of member information has been documented in Attachment A. 
 

Management has performed an Information Security Risk Assessment for RCFCU.  Attachment 
B is a chart showing what the Board and Management consider to be potential threats to the 
security of its information.  The chart also addresses potential damage, current control 
procedures, the adequacy of those procedures, and mitigation of the procedures.  This 
information is reviewed annually and updated as necessary. 
 
Strategy 
An effective Member Information Security Program will ensure the security, confidentiality and 
integrity of nonpublic member information, and will include processes that mitigate risks of 
misuse of member information.  There is a cost involved in implementing a program, and 
RCFCU must weigh the costs against the benefits of the program.  We have made a substantial 
investment in information security that we believe protects our members’ information.  The 
program establishes and maintains appropriate standards relating to administrative, technical 
and physical safeguards for member records and information. 
 

Our approach to member information security is in three parts:  technical safeguards, physical 
safeguards, and our employees.  These safeguards are intended to: insure the security and 
confidentiality of member records and information; protect against any anticipated threats or 
hazards to the security or integrity of such records; and to protect against unauthorized access 
to or use of such records or information that could result in substantial harm or inconvenience to 
any member or to the credit union.  These three parts are described in more detail in the 
Implementation section below.  

 
Implementation 
 
 Technical Safeguards 
Our core data processor’s security procedures include access controls on member information 
systems and controls to prevent its employees from providing member information to 
unauthorized individuals.  Electronic data transmitted across communication lines is encrypted 
and/or password protected when it contains nonpublic member information.  Risk management 
of all outsourced technological services are controlled through service level agreements and 
contracts assuring vendors’ security programs, their level of risk tolerance, their procedures for 
addressing risks and threats, and their procedures for notifying their clients should a breach of 
information security arise.  Their assurance is documented through audit reviews including SOC 
1 audits, as well as internal and third party audit reviews.    
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Internally, access to member information in electronic form is controlled by RCFCU’s computer 
security procedures as described in the data-processing procedures manual.  In brief, a user 
name and a password are required to sign on to the network.  An additional user name and 
password are required to sign on to the data processing system where the most sensitive 
member information is stored.  This password is required to be alpha-numeric and must be 
changed every 60 days anywhere from 60 to 90 days depending on the specific application 
or program.  Employees are instructed not to share their passwords.  The system access rights 
are assigned, controlled, and maintained by the COO VP/Sr. Vice-President of Operations.  
Workstations are located in areas not accessible to unauthorized persons during the day.  
Employees log off or lock their workstations when leaving their areas for extended periods of 
time.  All workstations are logged off and restarted either shut down or logged off at the end of 
each day to prevent access by unauthorized individuals. Other electronic equipment over which 
sensitive information is received will be located in restricted areas. 
 

Currently, there is one laptop computer in use at the credit union.  The laptop is assigned to the 
indirect lender.  No remote access to RCFCU’s network is allowed with the laptop.  Information 
stored on the laptop has two levels of encryption which includes password protection.  When not 
in use, the laptop will be stored in a secured area. 
 

To protect our member’s information from pretext calling or any unauthorized access by 
telephone, RCFCU will not give any account information by phone unless reasonably certain of 
the caller’s identity and authority to the information.  Caller ID is in place in all offices.  This will 
alert the employee answering the phone if the call is coming from outside the area.  Before 
giving any account information, it must be determined if the individual calling has proper 
authority to the information.  This will be accomplished by using the member database system to 
ascertain what individuals have rights to the account.  In order to verify identity, the caller must 
be able to give specific information about the account.  If proper identification cannot be made, 
the account information will not be released. 
 

Requests for address changes for member accounts must be validated.  Acceptable forms of 
validity are written, faxed and mailed correspondence containing a member’s signature, 
telephone call verification from the member if the code word is given, and email received through 
online banking secure messaging.  Dual control procedures will be used for any activity involving 
a change in member address information or authorization. 

 
 Physical Safeguards 
There are many physical documents received and stored by RCFCU that contain sensitive 
member information.  These documents include but are not limited to: membership applications; 
loan applications; checks; credit reports; driver’s licenses and other photo id’s; and member 
correspondence.  When possible, all member information will be stored in secured areas, such 
as one of the locking vaults.  When member information is needed in an office or work area in 
order to complete a transaction, it will be safeguarded from access by unauthorized persons.  
To protect confidentiality, documents containing member information will be placed in a drawer 
or folder if another member or other unauthorized person comes into the area.  In addition, if an 
employee is leaving his or her workstation, all member information will be placed in a secured 
area. 
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Any discarded paperwork, disks, tapes, cassettes and all other media that contains member 
information will be destroyed in a manner that renders it unreadable.  RCFCU utilizes a third-
party service provider to handle destruction of documents from the main office.  The destruction 
process includes shredding and then pulping.  Certificates of destruction are provided by the 
vendor for all material processed by them.  Crosscut shredders are utilized at the branch offices 
to destroy documents containing member information. 

 

If it is necessary to allow a service technician into one of the restricted areas where member 
information is stored, an authorized employee will remain present to assure there is no improper 
activity that might compromise member information security.  While we will make every effort to 
keep our member’s information inaccessible to unauthorized persons, sensitive data received 
during the night (via fax or remote report printer) may be seen by cleaning contractor employees.  
Our privacy policy and information security program will be provided to service contractors and, 
when necessary, adherence to these standards deemed will be required in contractual 
arrangements. 

  
 Employees 
Because all employees will come into contact with sensitive member information, new hires are 
considered very carefully with regard to integrity and background.  Hiring standards include drug 
screening, credit report evaluation and criminal background checks.  Former employers may be 
contacted for previous work performance and standards.    
 

Upon employment, new hires will be given a copy of the Member Information Security program.  
In addition, all employees are required to read and sign a document outlining procedures for use 
of RCFCU technology (Attachment C). 
 
Employees are an important part of information security.  Training of our employees is critical, 
and RCFCU relies upon their judgment and confidentiality when dealing with member records.  
Employees should know, understand, and be held accountable for fulfilling their security 
responsibilities.  In addition, employees should recognize, respond, and where appropriate, 
report any unauthorized or fraudulent attempt to obtain member information.  Annual training will 
be provided to all employees. 

 

When an employee is terminated, Management and authorized IT personnel will immediately 
remove the employee’s various system authorizations.  Keys will be confiscated before the 
employee makes final departure.  Applicable combinations and security codes that may be 
known by the terminated employee will be changed. 

 
Monitoring and Updating 
Information security procedures include monitoring systems and procedures to detect actual and 
attempted intrusions into our member database from outside sources.  RCFCU utilizes an 
internal firewall, which is a device that monitors incoming and outgoing Internet activity and 
blocks unauthorized access into our private network.  IT personnel work with IT consultants 
and/or the firewall manufacturers technical support personnel to assure the appropriate security 
levels are implemented.  The core data-processing system generates daily reports that detail  
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member record changes.  The Internal Auditor is responsible for the daily review of these 
reports. 
 

RCFCU provides online banking to our members.  Our core data processor provides firewall 
protection and monitoring.  Member access requires a user name and password.  Multifactor 
authentication has been implemented to comply with NCUA guidance regarding Internet 
banking security.  Multifactor authentication has also been implemented on our audio response 
teller. 
 

RCFCU utilizes software which includes virus and spyware protection, proactive threat 
protection, and network threat protection.  Virus scans are performed automatically from a 
central management server which also provides for updates to all workstations.  Monitoring 
software is used to gather data to take a proactive approach against hardware failures, potential 
network issues, and security related events.    

 
RCFCU utilizes Antivirus/Malware software protection that is installed on all computers, 
laptops and servers.  Virus scans are configured to run daily and virus definitions are 
updated daily as well.  IT utilizes the web interface to configure, install and monitor all 
devices. 
 
Management will monitor the handling of physical member records on an on-going basis.  
Procedures will also be included in the internal audit program to provide independent oversight. 

 
Response 
If a breach of security is suspected, the President/CEO will be contacted.  If the President/CEO 
is not available, the, Controller/CFO or another member of senior management will be the 
contact person.  Management will obtain guidance from our data processing provider and our IT 
consulting firm on containing and controlling the intrusion, while preserving records and other 
evidence.   

 
A member of senior management will be notified immediately in the event of a security breach 
within the credit union, or if it is discovered that an employee has failed to follow information 
security procedures.   

 
When an incident has occurred, management and the Board of Directors will assess the 
situation and the supervisory committee will be informed.  The nature and extent of the breach 
and what member information has been accessed or misused will be identified. If member 
information has been compromised or an act of fraud has occurred, the NCUA and law 
enforcement agencies will promptly be notified.  After the network has been secured the 
appropriate forms will be completed (e.g., SARs). 

 
If RCFCU becomes aware of an incident of unauthorized access to sensitive information, a 
prompt investigation to determine the likelihood that the information has been, or will be, 
misused will be conducted.  If a misuse of member information has occurred or is reasonably 
possible, any affected members will be notified as soon as possible. 
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Sensitive information means a member’s name, address, or telephone number, in conjunction 
with the member’s social security number, driver’s license number, account number, credit or  
debit card number, or a personal identification number or password that would permit access to 
the member’s account.  

 

The President/CEO, in coordination with the Vice-President of Marketing, shall be responsible 
for all communication with affected members as well as with the media and the public.  RCFCU 
employees are instructed to direct inquiries from the public, including the news media, to the 
President/CEO. 
 
Disaster Recovery 
RCFCU has developed comprehensive Business Contingency procedures that include 
measures to protect member information if a system failure or natural disaster should occur.  
Procedures are detailed in RCFCU’s Disaster Recovery Manual.  Our core data processor 
disaster recovery plans are an integral part of the procedures and are also detailed in the plan 
document. 
 

Training 
Training with regard to RCFCU’s privacy policy and information security program will be 
provided to new employees upon hire.  An annual training meeting will be held for all employees.  
Additional meetings will be scheduled if changes are made to the policy and procedures, or if 
new regulations become effective.  Training will include protection against information theft or 
fraud as well as procedures to report any actual or attempted breach. 

 

Testing 
Our core data processor’s security program includes independent tests of its controls by a third 
party audit firm.  The audit reports in addition to the third party audit reviews are made available 
to the RCFCU and are reviewed by the President/CEO, the CFO/Controller, and by the Credit 
Union’s independent outside auditing firm.   
 

Each department should perform ongoing assessments to ensure that credit union staff follows 
written procedures for member information security.  The Internal Auditor provides an annual 
review of the Member Information Security Program and its internal information security 
controls. 
 

Member Education 
In an effort to educate our members on prevention of fraud and identity theft, RCFCU will 
provide printed information in its lobbies and as a statement stuffer or newsletter article at least 
annually.  Additionally, information will be provided on our website and in periodic newsletters. 

 
Part 3 – E-Commerce 
 
Purpose 
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Red Crown Federal Credit Union recognizes the importance of electronic commerce (e-
commerce) activities to its present day operations. The credit union is committed to using e-
commerce activities in a cost effective manner that promotes accuracy, safety, security, and  
efficiency. These activities bring automation and efficiencies to traditional manual tasks and 
allow quicker access to information resulting in improved member service. This e-commerce 
policy communicates the strategic, operational, and risk management considerations that are 
presented by e-commerce and outlines the credit union’s policy to manage these activities. 

 
Electronic Commerce Activities Defined 

 Electronic commerce activities are defined as those electronic financial services delivered via 
electronic means including but not limited to the Internet or other electronic delivery vehicles. 
These services include the credit union’s website, Online Banking, Online Bill Payment, Mobile 
Banking, UOpen, e-Statements, email, ATM/Debit cards, ACH transactions, Apple Pay, 
SamSung Pay, Android Pay, and electronic funds transfers. They also include business-to-
business transactions where interaction is conducted electronically between the credit union and 
its business partners using the Internet as the communications network.  

 
Credit Union Website 
The credit union’s website is hosted by a third-party.   The Credit union’s brand will be 
maintained throughout all web pages. Web pages will be reviewed periodically to ensure 
accuracy and quality.  The credit union’s internal auditor will perform a periodic review of the 
website and report to the Supervisory committee with related findings and recommendations 

 
Security   

Employee access to the Administrative Site is restricted to those employees authorized by the 
credit union, and is password protected.  The Credit union will annually review employee user 
access privileges for appropriateness. 

 
Privacy Policy  

Red Crown’s privacy policy can be accessed from the website.  This policy will be reviewed and 
approved annually by the Board of Directors. 

 
External Links 

Our site may contain links to other web sites. Members are notified when leaving the credit 
union’s website through a link.  We are not responsible for the practices or the content of other 
web sites. However, we will monitor the addition of links and implement quality control measures 
to determine if the links are appropriate.  All links will be reviewed on a regular basis. 
 

Online Banking 
In an effort to maintain competitive advantage and provide a high level of personalized service 
to our members, Red Crown offers account transaction services accessible through its core data 
processor.  The credit union views this service as another delivery channel, not to supplant 
traditional member service, but to complement it. 

   
Security 
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Red Crown’s Internet transaction services are delivered through its core data processor.  Red 
Crown will require the system vendor to maintain a high level of security in the form of: 

 Multi-factor user authentication 

 User options will include automatic time-out and require account holders to change 
the default password after initial log in 

 TLS (Transport Layer Security) is a method used to encrypt messages sent back and forth on a 
computer network between two devices. It is the current standard for message encryption and 
security. TLS Encryption has replaced SSL (Secure Socket Layer) encryption. 

 Firewalls, filtering, and access control  

 System vendor will receive a designated audit report. 

 System vendor will hire an independent firm to routinely perform penetration and 
security testing 

 
Online Banking Member Support   

Only authorized employees will be allowed to process activation requests.  The credit union’s 
procedures will ensure that Online Banking services are removed in a timely manner for 
members that have requested de-activation or that have closed an account.  
 

 Mobile Banking 
Mobile Banking is an extension of Online Banking.  Red Crown’s Mobile Banking offers account 
transaction services accessible through the use of mobile devices, which are used to access 
specifically, formatted web pages designed for mobile devices.  Mobile Banking Security and 
member support is the same as Online Banking.  

 
Remote Deposit Capture 
Mobile Banking also features a ‘Remote Deposit’ application that is available for use with a 
select group of tablets and mobile phone vendors.  This application is available to members 
when they meet specific requirements outlined in the procedures for this product.  The “Remote  
Deposit” application will function with the same security and member support as Online Banking. 

 
 Mobile Payment Apps        
 These applications are available to members who want to use their applicable products to 

wirelessly pay for purchases.  These applications will function with the same security and 
member support as Online Banking. 
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Online Bill Payment 
As part of the convenience of online account transactions, Red Crown offers bill payment  
services accessible through its Online Banking service. 
 
 UOpen Banking 
Electronic online application that is available through Red Crown’s website.  This product allows 
potential and existing members to open new membership accounts and apply for loans.  
Verification of eligibility/membership is built into this product as outlined in the procedures.  The 
UOpen application will adhere to the same security and member support as Online Banking.  
 
 Security 
Bill Payment service is provided as part of our Online Banking product. The credit union 
recognizes the importance of the relationship between its core processing vendor and online 
service vendors due to security and interface requirements. The same security level will be 
required of this vendor, as outlined under Online Banking Security above. 
 

Bill Payment Controls  
The credit union’s procedures will ensure that all accounts (e.g., remittance, expense, 
suspense, etc.) associated with online services are properly reconciled.  The bill payment 
processor operates under what is commonly known as the “Guaranteed Funds Model.” This 
model deters NSF situations as funds are debited from the member’s account well in advance of 
the bill payment so the processor has good funds to transfer to the payee. The credit union 
maintains the ability at any time to turn on/off any member’s bill payment privileges.  
 

Bill Payment Processing 
The bill payment processor verifies funds availability prior to authorizing bill payments, and then 
debits the member account on the date the payment is scheduled to be paid. The funds are  
debited from the member account and deposited in a settlement account at the Credit union. 
The bill payment vendor debits the Credit union settlement account rather than the member 
account. The member account is debited on the date they select the payment to be processed. 
Payments for vendors who only accept paper transactions need to be scheduled five business 
days in advance. Payments for vendors accepting electronic payments need to be scheduled 
two business days in advance. 
 

Bill Payment Member Support  
Red Crown will be the primary contact for member support.  Only authorized employees will be 
allowed to process activation request.   Bill payment services are removed in a timely manner 
for members that have requested de-activation or that have closed an account.  The bill 
payment processor provides support to credit union staff. 
 

E-Statements 
Members’ periodic account statements, along with any cancelled check images, are available 
over the Internet through an imaging service provided by a third-party imaging service.  When a 
member requests e-statements, delivery of hard copies to the member is discontinued. 
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Security  
Members who have requested e-Statements are required to set up a user ID and a password to 
gain access.  Images are encrypted before being transmitted over the Internet.  Our third-party 
imaging service provides additional security measures and is annually reviewed to ensure that 
these measures are sufficient. 

 

E-Statement Member Support   
Only authorized employees will be allowed to process activation requests.  The credit union’s 
procedures will ensure that e-statement access is removed in a timely manner for members that 
have requested de-activation or that have closed an account.  

 
 
Email / Email Encryption / Electronic Signature 

 
Email  

Email is conducted with the use of an Internal Microsoft Exchange Server.   Exchange is 
configured to send Inter office emails encrypted. All incoming and outgoing email is filtered via a  
two stage system.  Incoming email is routed to Barracuda’s cloud protection system where it is 
scanned for spam and malware. It is then forwarded to Red Crown’s internal Barracuda Email 
Spam Firewall where it is filtered before being forwarded to the Exchange Server. Outgoing 
email is routed from the Exchange Server to the Internal Barracuda Email Spam Firewall where 
it is filtered then forwarded to Barracuda’s Cloud Protection System where is scanned 
once more for spam and malware. 
 

Email Encryption 
While the Exchange server is configured to send interoffice email encrypted, Red Crown utilizes 
Barracuda’s cloud protection services and the internal Barracuda Spam Firewall to add outgoing 
encryption to emails.  The Spam Firewall is configured with predefined SOX, GLB, and HIPPA 
rules that filter outgoing email for rule violations. If an email rule is violated that email will 
automatically get encrypted and sent to Barracuda’s Secure Message Center.  Recipients then 
receive an email which provides a secure link to the Secure Message Center and the message  
displaying they have an encrypted message from Red Crown. Recipients must click the link 
where they are required to enter a password to access the secure message. Red Crown users 
can also send an encrypted message by clicking the “Encryption” button in their Outlook or by 
typing (Secure) in the subject line of the outgoing email.  
 

Electronic Signature 
An electronic signature is a paperless method used to authorize or approve documents which 
indicates that a person adopts or agrees to the meaning or content of the document. 

 
Federal law (the federal E-Sign law) defines an electronic signature as: “an electronic sound, 
symbol, or process, attached to or logically associated with an electronic record and executed or 
adopted by a person with the intent to sign the record.” 

 
The federal government authorized the use and acceptance of electronic signatures in The 
Electronic Signatures in Global and National Commerce Act (E-Sign). 
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Red Crown allows the use of electronic signatures as an acceptable alternative to an original 
signature for those documents requiring signature or acknowledgement and uses DocuSign as 
the electronic signature vender.   
 
User’s log in to DocuSign via a SSL TLS encrypted connection where documents are uploaded 
for electronic signature processing.  Once documents are tagged with the required needed 
information, they are emailed to the recipients using a TLS SSL encrypted delivery connection.  
Recipients are required to enter an access code provided verbally by the Document 
Processor/Sender.  Once the recipient receives the email they must enter the access code in  
order to open the document.  Once the required information has been completed it is emailed to 
the original sender where the document can be downloaded to a specified location, printed or 
retained in the original sender’s profile.  
 
Users are currently required to print a copy of the court-admissible, digitally signed and tamper 
sealed Certificate of Completion that contains a comprehensive digital audit trail of the 
completed documents.  
 
Electronic signature through DocuSign provides full document encryption to ensure the 
confidentiality of data. Documents are stored in ISO 27001 and SSAE 16 data centers and are 
encrypted with AES-256 standard and uses 256-bit SSL document transmission.  
 

ATM/Debit Cards 

Red Crown utilizes TransFund as its Automated Teller Machine (ATM) and debit card processor.  
The credit union owns four ATM machines.  Members have access to free transactions at 
hundreds of ATMs through TransFund’s no surcharge network and the cooperative ATM Zone 
network. 

Security  
ATM card transactions require the use of a Personal Identification Number.  Account and 
transaction data transmitted over the ATM network is encrypted.  Account numbers are truncated 
on any printed transaction receipts.  Member debit card transactions are monitored for suspicious 
activity by the third-party processor. 
 

ATM/Debit Card Member Support  
Only authorized employees are allowed access to the card system.  When a member has applied 
and is approved for an ATM and/or debit card, a card is ordered through the vendor’s system.   
Another staff member, who does not have access to the card ordering system, reviews a daily 
new accounts report to verify accuracy of the card information.  TransFund mails the new card 
directly to the member.  The Personal Identification Number is mailed separately to the member 
three days later.  The credit union’s procedures will ensure that ATM/Debit cards are de-activated 
in a timely manner for members that have requested de-activation, that have closed an account, 
or that have suspected fraudulent activity involving the card. 
 
ACH System 
Automated Clearing House (ACH) files are received and sent through the core data processing 
system.  Only authorized employees are allowed access to the ACH functions.  Reports are 
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received and reviewed daily by authorized personnel.   The credit union’s procedures will ensure 
that all accounts associated with ACH processing are properly reconciled daily.  The internal 
auditor conducts an annual audit of the ACH procedures.  
 
Merchant Deposit Capture (MDC)  
MDC is a deposit transaction delivery system which allows Red Crown to receive digital 
information from deposit documents captured at remote locations.  These locations are the place 
of business for the Red Crown member.   
 
MDC can decrease processing costs, support new and existing banking products, and improve 
member’s access to their deposits.  MDC does however introduce additional risks to those typically 
inherent in traditional deposit delivery systems. 
 
Red Crown uses its core data processor for all merchant deposit capture processing.   Once the 
merchant scans the check the image is sent securely to the vendor via an 128 bit SSL TLS 
Internet connection.   
 
Red Crown requires all merchant’s using MDC to have a signed contract on file stating they will 
abide by the Merchant Capture Policy and all associated procedures. 
 
Annual visits to the merchant’s physical location are performed by the Credit Union’s Compliance 
Officer to ensure member compliance of all appropriate policies and procedures.  
 
Wire Transfers 
Red Crown’s wire transfer policy establishes the guidelines by which all incoming and outgoing 
wire transfers must follow.  The wire transfer instruction form is completed when necessary by 
authorized employees and used for tracking and verification purposes.  All wires must adhere to 
the following guidelines: 
 
All member wires are executed via FedLine.  FedLine security settings require one person to 
create the wire and a second person to verify.  The President/CEO is the system administrator for 
FedLine.  The President/CEO does not have verify or send capabilities.   
 
Wires to transfer funds between Red Crown owned accounts are authorized by the Controller/CFO 
or the President/CEO and executed by accounting staff.  Wires from FHLB to FedLine require a 
call back approval, per FHLB.  Approval can be given by President/CEO, Controller/CFO, or COO.  
 
A wire log shall be maintained listing all pertinent details of the transaction.  All wires executed with 
cash shall be brought to the attention of the BSA officer. 
 
The wire transfer form is filled out and a debit to the account is signed by the member for each 
wire.  Exceptions include a faxed request that is signed (signature will be verified with existing 
records), secure messages within online banking, and a verifiable electronic signature with 
DocuSign which originated at Red Crown.  Telephone wire transfers are accepted only if the 
member has a signed Wire Transfer Agreement on file.  All telephone wire transfers are handled 
by the Accounting Department.  Any telephone wire transfer over $10,000 $3000 requires a call 
back to ensure verification of the caller's identity. 
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Members who initiate wires on a reoccurring basis may have a Wire Transfer Agreement form on 
file.  Wires are sent with collected funds only.  All wires require OFAC verification.  Red Crown 
Credit Union only accepts wire transfer requests from established members.  
 
Disaster Recovery 
Red Crown’s website, Online Banking, Online Bill Payment, Mobile Banking and e-statement 
reside on vendors’ host data centers.  These systems will remain in operation in the event of 
disaster impacting Red Crown.  Because these services are data center/ Internet based solutions, 
the credit union has the ability to monitor the systems offsite.  The ATM/Debit card and ACH  
 
system files are processed online by the core data processor and would also remain in operation in 
the event of a disaster.  Specific recovery procedures are detailed in the credit union’s Disaster 
Recovery and Business Continuity Plan.   
 
Communication Safeguards 
It is the practice of the credit union to safeguard member data at all times, including the processing 
of e-commerce transactions.  Information must be protected at both the sending and receiving 
ends of each transaction.  To accomplish this, there are several levels of protection applied to e-
commerce activities. 
  

Encryption  
Encrypting transactions provides security by ensuring that no portion of a transaction is readable 
except by the parties at each end of the transmission. This ensures that data can be transmitted 
securely without concern that another party could intercept all or part of the transaction. Encryption 
also makes certain that the transaction is not tampered with as it routes from point to point. Data is 
received exactly as it was sent. 
  

Authentication   
After a secure connection is established, the initiating party must prove their identity prior to 
conducting the transaction. This is typically handled with user IDs or account numbers along with 
password or PIN combinations. Additionally, encryption certificates are also employed to validate 
the authenticity of both servers and users. System administrators control system access by 
assigning users different levels of access for applications and data. These access levels are 
determined by senior management and are specific to each job function. This ensures that access 
to applications and specific types of transactions are only granted as job functions require. 

 
Firewalls  

A firewall is a device that stands between two networks and determines what information is 
allowed to pass between them. Because it analyzes all traffic passed in either direction, it can deny 
connections to services that have the potential to compromise our systems.  RCFCU utilizes a 
firewall to block all unwanted Internet access ensuring the integrity of the internal network and its 
resources. 

 
 
Network Traffic Rules and Restrictions  
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Intra-network traffic is subjected to distinct operating rules and restrictions.  Relying upon a firewall 
and Internet best practices, no external traffic is allowed to access any internal device, unless the 
device initiated the communication.  This strategy dramatically reduces the risk of any party gaining 
unauthorized access to a protected server. 

 
 
Virus Protection  

The internal network is also protected from virus attacks through the use of network-level anti-virus 
software that is updated automatically. This provides the most up to date virus protection and 
security available. E-mail is also scanned prior to delivery using a firewall.  This firewall scans 
every email for a number of potential threats prior to delivery, thereby reducing the likelihood of 
any email borne threats entering the network. 

 
Physical Site Security  

The entire Information Technology department is located within the secured Accounting 
department allowing only authorized personnel in the area. Sensitive data, hardware and software  
are secured in the credit union data center secured with an electronic access control system and is 
monitored throughout the day by accounting personnel. Access to the data center is further limited 
to a smaller number of authorized personnel.  In addition to on-site storage of data, the credit union 
stores backups of critical systems data off-site at a secure location. This ensures that data is 
available in the event of a disaster or other critical situation. 

 
Staff Training and Review 

Information services  Staff receives training and management reviews all procedures at least 
annually or as major system additions or changes are implemented. 
 

User Password Maintenance  
Staff passwords on the host data processing system expire after 90 days, forcing users to modify 
their passwords. This control, along with a strict credit union policy prohibiting users from sharing 
or disclosing their passwords, is intended to prohibit unauthorized access to systems and data. 
After receiving a change in status from human resources, user access codes are immediately 
removed from appropriate systems. 
 

Expert Assistance  
The credit union recognizes that e-commerce security issues change daily. New threats to security, 
safety, and accuracy appear daily and system vendors publish updates and patches regularly to 
deal with them. To assist in the ongoing maintenance of key components of system security, the 
credit union will engage a qualified firm in the area of e-commerce security when necessary. This 
vendor may also provide technical assistance as new e-commerce related features are added to 
the system to ensure the continued safety and security of existing systems. 
 
Communications Network  
The credit union employs the use of several types of communication lines including dial-up phone 
lines, Internet, VPN's, and Metro Ethernet circuits.  Data transmissions are secured, encrypted 
and/or password protected as needed. 
 
Response Program  
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In the event the credit union suspects or detects that unauthorized individuals have gained access 
to member information system; the credit union will report such actions to appropriate regulatory 
and law enforcement agencies.  Red Crown’s member information security program details specific 
response procedures. 
 
 
Summary 
Red Crown Federal Credit Union is committed to enhancing member service through the use of 
many forms of e-commerce activities. It is the policy of the credit union to use e-commerce 
activities in a cost-effective manner that safeguards member data and promotes accuracy, safety, 
security and efficiency. 

 
Part 4 – Red Flag  
 
Red Flag Statement: 
It is the policy of Red Crown Federal Credit Union to comply with the identity theft requirements 
of the Fair and Accurate Credit Transaction Act (FACT Act) (15 USC 1681s, 12 CFR 222, 16 
CFR 602), implemented by the Fair Credit Reporting Act (FCRA) (15 USC 1681, 16 CFR 600).  
The credit union’s identity theft program will be based on management’s risk assessment of the  
threats for identity theft at the credit union. The Board directs management to use the guidelines 
set forth in Appendix J of the interagency regulations regarding identity theft red flags and  
address discrepancies to design the identity theft program so that the credit union will have a 
program that satisfies the requirements of the regulation.   
 

This policy and accompanying program will cover all covered accounts.  A covered account 
includes: 

An account that a financial institution or creditor offers or maintains, primarily for personal, 
family, or household purposes, that involves or is designed to permit multiple payments or 
transactions, such as a credit card account, mortgage loan, automobile loan, margin 
account, cell phone account, utility account, checking account, or savings account; and 

 
Any other account that the financial institution or creditor offers or maintains for which there 
is a reasonably foreseeable risk to members or to the safety and soundness of the financial 
institution or creditor from identity theft, including financial, operational, compliance, 
reputation, or litigation risks. 

 
The Credit Union will periodically conduct a risk assessment to determine whether it offers or 
maintains covered accounts.  The risk assessment will take into consideration:  

 The methods it provides to open its accounts; 

 The methods it provides to access its accounts; and 

 Its previous experiences with identity theft. 
 
Identity Theft Program 
Specifically, the Board directs management to ensure that the Credit Union has an identity theft 
program that will: 

 Identify red flags that may signal a possible theft of a customer’s identity, or 
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pose some related threat to the safety and soundness of the financial institution or 
creditor. 

 Verify the identity of persons opening accounts 

 Detect red flags that management determines as relevant in connection with the opening 
of an account or any existing account 

 Assess whether the red flags detected evidence a risk of identity theft and respond 
appropriately 

 Mitigate the risk of identity theft, commensurate with the degree of risk posed  

 Train staff to implement the program 

 Oversee service provider arrangements 
 

Additionally, the board requires management to have procedures to: 

 Respond to fraud and activity duty alerts 

 Properly dispose of consumer report information 

 Provide information to victims of identity theft 

 Properly handle all notices of identity theft from consumers and prevent  
consumer credit reports from being polluted with incorrect information, such as that 
resulting from identity theft 

 Take appropriate action when the institution receives a notice of discrepancy in the 
consumer’s address that is in accordance with the Fair Credit Reporting Act (FCRA) rule. 

 

The Board appoints the Compliance Officer to be responsible for developing appropriate written 

procedures and internal controls to assure compliance with the act. The Compliance Officer will 

submit a report to the board at least annually that discusses material matters relating to the 

identity theft program. The report should include such issues as: 

 The effectiveness of the policies and procedures implemented by management 

 Service provider arrangements 

 Significant incidents involving attempted or actual identity theft and management’s 
response to the incidents 

 Recommendations for any changes to the program 
 

Safeguarding Consumer Information 
The credit union will maintain internal controls sufficient to protect account holder financial 
information as outlined in the Member Information Security Program, which is located within the 
Credit Union procedure manuals.  If sensitive personal information is compromised, the credit 
union will follow the procedures outlined in the Incident Response Program, attached to this 
policy. 
 
Identifying Persons Who Open New Accounts 
The credit union will follow the guidelines in the Member Identification Program (MIP) contained 
in the Bank Secrecy Act (BSA) policy for opening new accounts. All of the procedures for 
identifying new account holders will comply with the BSA requirements.  
 
 
 
Third-Party Providers 
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Red Crown Federal Credit Union will enter into written contracts/agreement with all third-party 
service providers.  Proper due diligence of these persons or entities will be conducted. The 
Board understands that each vendor contract will have different provisions; however, it directs 
management to ensure that every contract contains a provision that addresses the service 
provider’s responsibility for security and confidentiality of our resources (e.g., consumer account 
information, hardware). The agreement should prohibit the service provider and its agents from 
using or disclosing any information received from us, except as necessary to or consistent with 
providing the contracted services.   
 
When the services involve accounts that management has determined as vulnerable to identity 
theft, the contract will include a requirement for the provider to have policies and procedures 
that will detect identify theft red flags that may arise in the performance of the service provider’s 
activities.  It should further state whether the provider should contact the institution or take its  
 
own appropriate steps to investigate, prevent, or mitigate identity theft.  Depending on the type 
of service provider and account information used by that provider, management may consider 
requesting a copy of the service provider’s policy and/or conducting an independent assessment 
of the provider’s procedures. 
 
Member Address Changes and Discrepancies 
Requests for address changes for member accounts, including debit card accounts, must be 
validated.  Acceptable forms of validity are written, faxed and mailed correspondence containing  
a member’s signature, telephone call verification from the member if the code word is given, and 
email received through secure messaging. 
 
When a notice of address discrepancy is received from a Credit Reporting Agency (CRA), 
enhanced MIP/CIP procedures will be followed by the loan processor/officer and the correct 
address will be ascertained.  Under the enhanced procedures, the member’s identity and 
address will be verified a second time and additional proof of identification will be obtained.  The 
second verification will be noted in the member’s file.  Confirmed information will be reported to 
the CRA with the monthly credit reporting file produced and delivered to the CRA each month by 
Red Crown’s data processor. 
 
Training Employees 
The Board directs management to conduct annual training for all employees about identity theft 
and to supplement that training throughout the year as more schemes are uncovered. Some 
areas, such as new account staff or loan officers, may need training more frequently. 
 
Educating Consumers 
Management will devise a plan to educate consumers about identity theft by using material 
available from federal regulators, the Federal Trade Commission (FTC), or private vendors.  
 
Internal Audit 
The Board directs management to ensure that the internal controls and procedures established 
by management are tested at least annually by internal or external auditors. Reports of these 
audits should be reported to the Supervisory Committee with recommendations for corrective 
action and management’s response to the report. 
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Identity Theft/Incident Response Program 
 

Purpose 
Red Crown Federal Credit Union adopts this sensitive information Program to help protect 
employees, members, contractors and the company from damages related to the loss or misuse 
of sensitive information.  This Program will: 

 Define sensitive information 

 Describe the physical security of data when it is printed on paper 

 Describe the electronic security of data when stored and distributed 
 
Implementing the Identity Theft/Incident Response Program enables the credit union to protect 
existing members, reducing risk from identity fraud and minimize potential damage to the credit 
union from fraudulent new accounts.  The program will help the credit union: 

 Identify potentially fraudulent activity within new or existing covered accounts 

 Detect risks when they occur in covered accounts 

 Determine whether fraudulent activity has occurred and act if fraud has been attempted 
or committed 

 Update the program periodically, including reviewing accounts that are covered and 
identified risks that are part of the program 

 

Scope 
This program applies to employees, contractors, consultants, temporary workers, and other 
workers at the credit union, including all personnel affiliated with third parties.  
 
Sensitive information includes the following items whether stored in electronic or printed format: 
 
Personal Information - Sensitive information consists of personal information including, but not 
limited to: 

 

Member account information, including: 

 Account Number 

 Member Name 

 Social Security Number 

 Member Address 

 Code Word 

 Email Address 
 

Credit Card Information, including any of the following: 

 Credit Card Number (in part or whole) 

 Credit Card Expiration Date 

 Cardholder Name 

 Cardholder Address 

 Credit Card Security Code 
 

Tax Identification Numbers, including: 

 Social Security Number 
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 Social Insurance Number 

 Business Identification Number 

 Employer Identification Numbers 
 

Payroll information, including, among other information:  

 Paychecks 

 Pay stubs 

 Pay rates 
 
Medical Information for any Employee, including but not limited to:  

 Doctor names and claims 

 Insurance claims 

 Prescriptions  

 Any related personal medical information 
 
Other Personal Information belonging to Members, Employees and Contractors, examples 
of which include:  

 Date of Birth 

 Address 

 Phone Numbers 

 Maiden Name 

 Names 

 Customer Number 
 

Every employee will comply with Red Crown Federal Credit Union’s Member Information 
Program (MIP) including but not limited to the following: 
 

File cabinets, desk drawers, overhead cabinets, and any other storage space containing 
documents with sensitive information will be locked when not in use.  

 
Access to work and storage areas containing sensitive information (for example, the vault) 
will be protected against unauthorized access during business hours.  If it is necessary to 
allow a service technician into a restricted area, an authorized employee will remain 
present. 
 
Storage rooms containing documents with sensitive information and record retention areas 
will be locked at the end of each workday. 
 
Desks, workstations, work areas, printers and fax machines, and common shared work 
areas will be cleared of all documents containing sensitive information when not in use. 
   
When documents containing sensitive information are discarded they will be placed inside a 
locked shred bin or immediately shredded using a mechanical cross cut shredding device.  
Locked shred bins are labeled “Sensitive Documents Only”.  If you need any assistance in 
locating one of these bins, please contact a supervisor/manager. 
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Internally, sensitive information may be transmitted using approved credit union email. Any 
sensitive information sent by external email must be encrypted or password protected and 
only to approved recipients.   

 

Every contractor performing work for the credit union will be contractually obligated to protect 
Red Crown Federal Credit Union’s sensitive information. 
 

 
Red Flags 

The following ‘Red Flags’ are potential indicators of fraud and any time when a Red Flag, or a 
situation closely resembling a Red Flag, is apparent, it should be investigated for verification. 
 

Alerts, Notifications or Warnings from a Consumer Reporting Agency 
 
A fraud or active duty alert is included with a consumer report. 
 
A consumer reporting agency provides a notice of credit freeze in response to a request for 
a consumer report. 
 
A consumer reporting agency provides a notice of address discrepancy, as defined in § 
334.82(b) of this part. 

 
A consumer report indicates a pattern of activity that is inconsistent with the history and 
usual pattern of activity of an applicant or customer, such as: 

 A recent and significant increase in the volume of inquiries 

 An unusual number of recently established credit relationships 

 A material change in the use of credit, especially with respect to recently 
established credit relationships  

 An account that was closed for cause or identified for abuse of account privileges 
by a financial institution or creditor  
 

Suspicious Documents 
 
Documents provided for identification appear to have been altered or forged. 
 
The photograph or physical description on the identification is not consistent with the 
appearance of the applicant or customer presenting the identification. 

 
Other information on the identification is not consistent with information provided by the 
person opening a new covered account or customer presenting the identification. 
 
Other information on the identification is not consistent with readily accessible information 
that is on file with the financial institution or creditor, such as a signature card or a recent 
check. 
 
An application appears to have been altered or forged, or gives the appearance of having 
been destroyed and reassembled. 
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Suspicious Personal Identifying Information 
 
Personal identifying information provided is inconsistent when compared against external 
information sources used by the financial institution or creditor. For example: 

 The address does not match any address in the consumer report 
 

 The Social Security Number (SSN) has not been issued, or is listed on the Social 
Security Administration’s Death Master File 

 
Personal identifying information provided by the customer is not consistent with other 
personal identifying information provided by the customer. For example, there is a lack of 
correlation between the SSN range and date of birth. 
 
Personal identifying information provided is associated with known fraudulent activity as 
indicated by internal or third-party sources used by the financial institution or creditor. For 
example: 

 The address on an application is the same as the address provided on a fraudulent 
application 

 The address on an application is the same as the address provided on a fraudulent 
application 
 

Personal identifying information provided is of a type commonly associated with fraudulent 
activity as indicated by internal or third-party sources used by the financial institution or 
creditor. For example: 

 The address on an application is fictitious, a mail drop, or prison 

 The phone number is invalid, or is associated with a pager or answering service  
 

The SSN provided is the same as that submitted by other persons opening an account or 
other customers. 
 
The address or telephone number provided is the same as or similar to the account number 
or telephone number submitted by an unusually large number of other persons opening 
accounts or other customers. 

 
The person opening the covered account or the member fails to provide all required 
personal identifying information on an application or in response to notification that the 
application is incomplete. 
 
Personal identifying information provided is not consistent with personal identifying 
information that is on file with the financial institution or creditor. 
 
For financial institutions and creditors that use challenge questions, the person opening the 
covered account or the customer cannot provide authenticating information beyond that 
which generally would be available from a wallet or consumer report. 
 
Unusual Use of, or Suspicious Activity Related to, the Covered Account 
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Shortly following the notice of a change of address for a covered account, the institution or 
creditor receives a request for new, additional, or replacement cards, or for the addition of 
authorized users on the account. 
 
A new revolving credit account is used in a manner commonly associated with known 
patterns of fraud patterns. For example: 

 The majority of available credit is used for cash advances or merchandise that is 
easily convertible to cash (e.g., electronics equipment or jewelry) 

 The member fails to make the first payment or makes an initial payment but no 
subsequent payments 

 
A covered account is used in a manner that is not consistent with established patterns of 
activity on the account. There is, for example: 

 Nonpayment when there is no history of late or missed payments; A material 
increase in the use of available credit 

 A material change in purchasing or spending patterns 

 A material change in electronic fund transfer patterns in connection with a deposit 
account 

 
A covered account that has been inactive for a reasonably lengthy period of time is used 
(taking into consideration the type of account, the expected pattern of usage and other 
relevant factors). 
 
Mail sent to the member is returned repeatedly as undeliverable although transactions 
continue to be conducted in connection with the member’s covered account. 
 
The financial institution or creditor is notified that the member is not receiving paper account 
statements. 

 
The financial institution or creditor is notified of unauthorized charges or transactions in 
connection with a customer’s covered account. 
 
Notice from Members, Victims of Identity Theft, Law Enforcement Authorities, or Other 
Persons Regarding Possible Identity Theft in Connection with Covered Accounts Held by 
the Financial Institution or Creditor. 
 
The financial institution or creditor is notified by a member, a victim of identity theft, a law 
enforcement authority, or any other person that it has opened a fraudulent account for a 
person engaged in identity theft. 

 
 
Responding to Red Flags 

       Once potentially fraudulent activity is detected, it is essential to act quickly as a rapid          
       appropriate response can protect members and the credit union from damages and loss. 
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Once potentially fraudulent activity is detected, gather all related documentation and write a 
description of the situation.  Take this information and present it to the Compliance Officer 
or Management for determination. 
 
The Compliance Officer will complete additional authentication to determine whether the 
attempted transaction was fraudulent or authentic.   
 
If a transaction is determined to be fraudulent, appropriate actions must be taken 
immediately.  Actions may include: 

 Cancel the transaction 

 Notify and cooperate with appropriate law enforcement 

 Determine extent of liability to the credit union 

 Notify actual member that fraud has been attempted 
 

Periodic Updates to Plan 
At periodic intervals established in the program, or as required, the program will be re-
evaluated to determine whether all aspects of the program are up to date and applicable in 
the current business environment.   
 
Periodic reviews will include an assessment of which accounts are covered by the program. 
 
As part of the review, Red Flags may be revised, replaced or eliminated.  New Red Flags 
may also be appropriate. 
 
Actions to take in the event that fraudulent activity is discovered may also require revision to 
reduce damage to the credit union and its members. 
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Attachment B

Type of Risk

Risk 

Level Likelihood Impact Mitigating Factors

Residual 

Risk

Internal Threats

Unauthorized access 

to network resources
High Medium

Very 

High

Access is limited by password protection. 

Users are assigned access to only those 

applications needed to complete job 

functions. System access is controlled by the  

CFO/Controller.  User access codes are 

removed immediately upon employee 

termination.

Low

Unauthorized access 

to Data Processing 

System

High Medium
Very 

High

Data Processing System is provided by our 

Core Processor.  Access is limited by 

password protection. Passwords are 

changed every 90 days and users are 

assigned access to only those applications 

needed to complete job functions.  System 

access is controlled by the VP/Sr. VP of 

Operations  COO.  User access codes are 

removed immediately upon employee 

termination.

Low

Unauthorized access 

to Imaging System
High Medium Medium

Document imaging services are provided by 

our Core Processor.  Access is limited by 

password protection. Users are assigned 

access to view only areas needed to 

complete job functions. Vendor provides 

additional security measures and is annually 

reviewed to ensure that these measures are 

sufficient.

Low

Unauthorized access 

to Online 

Banking/Mobile 

Banking/Bill 

Pay/Remote Deposit 

Capture/Mobile Pay

High Medium
Very 

High

User access is protected by password and 

security questions.  RC Member Service 

staff may reset user passwords but have no 

access to security questions. 

Low

Unauthorized access 

to workstations
High High High

Workstations are not accessible to the 

public, employees sign off when systems are 

left unattended, all systems are locked at the 

end of the day, network passwords are 

required to access each user system. 

Unauthorized users are not granted access 

to systems without proper supervision.

Low

Unauthorized access 

to Loan Processing 

Platforms

High Low Medium

 These programs are only available to 

authorized personnel and are password 

protected.  

Low

Last Update:  August 2018  2019

Red Crown Federal Credit Union

INFORMATION SECURITY RISK ASSESSMENT
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Type of Risk

Risk 

Level Likelihood Impact Mitigating Factors

Residual 

Risk

Internal Threats

Last Update:  August 2018  2019

Red Crown Federal Credit Union

INFORMATION SECURITY RISK ASSESSMENT

Unauthorized access 

to Credit Card 

Processing Platform

High Low Medium

RCFCU utilizes our Credit Card Processor to 

perform credit card inquiries, advance 

processing, file maintenance, and report 

access.  This web-based program is only 

available to authorized personnel and is 

password protected.  

Low
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Type of Risk

Risk 

Level Likelihood Impact Mitigating Factors

Residual 

Risk

Internal Threats

Last Update:  August 2018  2019

Red Crown Federal Credit Union

INFORMATION SECURITY RISK ASSESSMENT

Unauthorized/ 

Improper use of 

Fedline

High Low High

FedAdvantage is utilized to perform wire and 

ACH transactions.  The FedAdvantage 

terminal is separate from the LAN and is 

kept in a restricted area behind a locked 

door. Only authorized users access this 

system and it is protected by dual 

authentication (password and physical 

token).  All funds transfers are conducted 

under dual control.

Low

Merchant Capture 

Process
Medium Medium Medium

E-Commerce policy and annual review on 

member's account in addition to onsite 

review.

Low

Improper use of 

technology resources 

by personnel

High High High

Every employee has been informed of 

acceptable procedures and Acceptable Use 

Policies are signed and kept on file.  

Background checks are run on new 

employees. 

Low

Unauthorized 

downloading of 

software to user 

systems

High Medium Medium

Only network administrators have the ability 

to install software. Employees are required 

to sign Acceptable Use Policy upon hire.  

Internet use is spot checked as needed.

Low

Improper Use of Email Medium Low Low

Email is conducted on a secured internal 

Exchange server.  Any email containing 

member information is restricted to this 

secured system.  Upon hiring a new 

employee, each person is informed of 

expectations related to email usage and 

Acceptable Use Policies are signed and kept 

on file. Employees are instructed not to open 

unknown attachments or links.

Low

Password Integrity Medium Medium High

Employees are informed not to disclose their 

passwords to another person for any reason.  

Passwords are alphanumeric and do not 

repeat.

Low

Segregation of Duties Medium Medium Medium

Segregation of duties is in place to prevent 

persons in key positions from having access 

to maintenance functions of system 

resources. System access is overseen by 

the VP/Sr. VP of Operations COO and the 

CFO/Controller.

Low

Unauthorized Remote 

Access
Low Low Medium

Remote access to network servers and user 

systems is prohibited unless approved and 

overseen by the President/CEO and 

CFO/Controller  .

Low
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Type of Risk

Risk 

Level Likelihood Impact Mitigating Factors

Residual 

Risk

Internal Threats

Last Update:  August 2018  2019

Red Crown Federal Credit Union

INFORMATION SECURITY RISK ASSESSMENT

Improper Incidence 

Response
Low Low High

Appropriate personnel are informed of the 

procedures in the formal incidence response 

program.  The President will oversee that 

contact with appropriate regulatory and law 

enforcement agencies is made as necessary.

Low

Media Handling Low Low Medium

Discs and CDs containing data are destroyed 

immediately after use unless needed for 

backup.  If so, media is stored in a secure 

location.

Low

Laptop Computers Medium Medium Medium

Member Information Security Program - 

Laptops have disk level encryption and 

password protection.

Low

Licensing Low Low Low
Software licensing is obtained and 

maintained.
Low

External Threats

Network Security- 

Intrusion
High Low

Very 

High

Firewalls block incoming activity to prevent 

intrusions.
Low

Data Processing 

System - Hacking
High Medium

Very 

High

RCFCU currently utilizes our Core Processor 

for data processing services.  The vendor 

provides encryption for all information 

transmitted.  Additionally, the vendor 

provides constant intrusion monitoring and 

detection and offers statements regarding 

any unauthorized activity detected. Annual 

review is conducted to ensure that security 

measures are sufficient for services 

provided.

Low

Infection and 

destruction by viruses 

or worms

High Medium
Very 

High

Employees are informed not to open 

unknown email attachments or download 

files of questionable orientation.  Antivirus 

software is utilized and system scans run 

automatically on all workstations.  Spam 

firewall protects all internal work stations 

from email threats.

Low

Online 

Banking/UOpen/ 

Mobile Banking/Bill-

Pay Intrusion/Remote 

Deposit 

Capture/Mobile Pay

High Medium
Very 

High

Activity is limited to  account inquiry, bill 

payment, intrabank funds transfers and 

occasional interbank funds transfers.  High-

risk transaction such as wire transfers and 

ACH origination is not allowed.  The vendor 

provides firewall protection and monitoring.  

RCFCU annually reviews and assesses 

reports stating these measures and the 

results of all testing performed to ensure 

systems function properly.

Low

Page 4 Section XIII - Information Security Attachment B

Page 40 of 50



Attachment B

Type of Risk

Risk 

Level Likelihood Impact Mitigating Factors

Residual 

Risk

Internal Threats

Last Update:  August 2018  2019

Red Crown Federal Credit Union

INFORMATION SECURITY RISK ASSESSMENT

Internet Security- 

Intrusion
High Low Medium

Firewalls monitor activity and prevents 

intrusion
Low

Physical Security High High High

The Information Technology department is 

located in a restricted area and the data 

center is protected by Fob security system. 

Access to the data center is granted only to 

authorized persons. Personnel visually 

monitor access to the Information 

Technology department.  Fobs are blocked 

and administrative passwords are changed 

after employee termination.

Low

Disaster Recovery High Low High

Backup of member data is performed by our 

Core Processor daily and tapes are stored at 

an offsite facility.  A mirrored data-

processing site is also available for member 

account processing.  Backups of internal 

files are performed by RCFCU daily and are 

stored at an offsite facility for efficient 

recovery. RCFCU maintains an extensive 

Disaster Recovery/ Business Resumption 

Plan to govern the re-establishment of all IT 

areas assuming many levels of destruction.

Medium

Power outage High High Low

Servers and communication equipment have 

battery backups to maintain system activity 

for a short period of time.  Natural gas 

powered generators provide back-up power 

at the main and Mayes County offices in the 

event of an extended power outage.

Low

Wide Area Networking Medium Low High

RCFCU utlizes secure routers and a private 

fiber optic Metro LAN to connect the 

Southtown, Midtown, Mayes Co, Claremore, 

and Broken Arrow offices. 

Low

Website Management Medium Low Medium

Website hosting is provided by a third party 

Website Provider. Maintenance functions 

are password protected. Only authorized 

personnel have access to make necessary 

changes. Our Website Provider has 

established extensive security measures. A 

service contract with our Website Provider is 

maintained to govern acceptable activity by 

the host. 

Low
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Risk 

Level Likelihood Impact Mitigating Factors

Residual 

Risk

Internal Threats

Last Update:  August 2018  2019

Red Crown Federal Credit Union

INFORMATION SECURITY RISK ASSESSMENT

Service Providers Low Low Medium

Service providers are carefully researched 

before services are employed and are 

reviewed annually to ensure that security 

measures are appropriate for services 

rendered.

Low
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Red Crown Federal Credit Union 

 

Technology Usage Policy 

 
 

 

Purpose 
This policy defines acceptable use of Red Crown Federal Credit Union’s (Credit Union) information and 

network resources.  Information technology and network resources include voice communication 

services; intranet and Internet connections; the local area network (LAN); the wide area network (WAN); 

email and messaging; all computers; services accessed through or using computer equipment or data 

communications connections; and all associated software. 

 

General 
The Credit Union’s information technology and network resources are provided for official and 

authorized purposes.  Questions with respect to what constitute official and authorized purposes for a 

given role or position should be directed to your immediate supervisor.  Personal use such as email or 

Internet use is not permitted. 

 

The computer equipment and programs provided by the Credit Union are the property of the Credit 

Union.  The Credit Union reserves the right to make and enforce acceptable use policies.  This includes 

the right to monitor all network traffic, all information transmitted and stored (including e-mail and 

messages) on the network, the right to limit use of the network and systems, and the right to examine 

equipment, data files, email and messages at its discretion, without notice. 

 

Guidelines 

 Network Security 

All passwords must be secured by each individual employee.  Passwords should not be shared with 

anyone and should not be written down or stored in any method that could be easily compromised.  

Passwords should follow the complexity guidelines that have been prescribed by the Member Information 

Security Program.  The use of Universal Serial Bus (USB) devices (flash or “thumb” drives, external disk 

drives, etc.) is prohibited on general work standalone PC’s, unless sanctioned by the CFO/Controller or 

President/CEO.  The introduction of ANY personal computing devices (personal laptops, cell phones, 

home computers) into the Credit Union’s private local area network (LAN) are prohibited. 

 

 Systems Training and Monitoring 

Supervisors are responsible for instructing employees on the proper use of the communications services 

and equipment used by the Credit Union for both internal and external business communications.  The IT 

department has access to web monitoring logs that may enable supervisors to audit for the proper use of 

the systems described in this document when needed. 

 

Use of Credit Union information systems hardware or software in violation of these guidelines may result 

in disciplinary action up to and including termination. 

 

Internet Usage 

Credit Union employees are only allowed to use the Internet to accomplish their job responsibilities.  

Employees are required to use the Internet in a responsible and informed way, conforming to network 

etiquette, customs and courtesies. 

 

Use encompasses many different interconnecting networks and computer systems, some which may be 

free of charge, from public service organizations or commercial companies.  As a guest on these systems, 

employees are expected to abide by the rules, limitations and requirements of the host.  Users must be 
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aware that their conduct can reflect on the reputation of the Credit Union so employees must take special 

precaution in how they represent themselves. 

 

The download or display of any kind of sexually explicit image or document on any Credit Union system 

is prohibited.  In addition, sexually explicit material may not be archived, stored, distributed, edited or 

recorded using our information systems resources. 

 

The Credit Union confidential and proprietary information must not be transmitted without appropriate 

security controls (i.e. encryption).  The Internet, in particular, is not a secure data network, and all 

information is subject to information piracy.  Refer to the Confidential Information policy for additional 

information. 

 

Each employee using the Internet must identify himself or herself honestly, accurately and completely, 

including affiliation and function when participating in chats webinars, social media groups, or 

newsgroups, or when setting up accounts on outside computer systems. 

 

Employees may request a download of software that is relevant to their job and has a direct business use.  

The CFO/Controller or President/CEO must authorize any downloaded executable programs and only an 

administrator has the ability to install software on any Credit Union system.  Any software downloaded to 

an employee’s workstation must be in full compliance with the software providers licensing agreement.  

Downloading programs or any other data exposes the Credit Union to potential computer viruses and 

other destructive processes, thus all downloaded files will be scanned for viruses prior to being opened or 

accessed. 

 

Software or Internet based services should not be used on any workstation during business hours that 

when utilized creates a constant, high bandwidth connection to the Internet.  Examples of high bandwidth 

Internet activity that is inappropriate during business hours includes watching or downloading music, 

radio broadcasts, movies, or television programs from websites including but not limited to CNN, 

YouTube, Hulu, Netflix, Facebook, MySpace, Pandora, Twitter, etc.  Unauthorized reproduction or 

transmission of copyrighted material, such as MP3 files that can be obtained through peer to peer file 

sharing programs, is a violation of United States copyright law.  The download of these music files is also 

a problem for the Credit Union’s bandwidth.  The Credit Union will not allow employees to use peer to 

peer file sharing programs on Credit Union computers. 

 

The Credit Union’s Internet use and computing resources must not knowingly be used to violate the laws 

and regulations of the United States or any other nation.  The use of any Credit Union resource for illegal 

activity is grounds for immediate dismissal, and the Credit Union will cooperate with any legitimate law 

enforcement agency. 

 

All Internet services provided to employees of the Credit Union are considered to be the property of the 

Credit Union and as such both the use and information retrieved are subject to review by your supervisor 

without notice. 

 

 

Email Usage 

The Credit Union’s Internet based email program is a powerful tool for communication, exchanging and 

sharing information.   With such strength come the inherent risks and the necessity for guidelines to 

insure the proper and ethical use of such a program.  From time to time an audit of the email program may 

be performed to ensure proper use and conduct of all employees.  Please keep the following guidelines in 

mind when using the email program:  Messages should be business related and not personal use.  This is a 

tool to help you do your job more efficiently, as well as to strengthen the lines of communication within 

your department, within the Credit Union, and with our members.  The Credit Union email system should 

never be a forum for gossip or the propagation of chain-letter types of messages. 
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Email messages should be checked with the same frequency as you would check your voicemail 

messages.  Although this medium of communication may not be as widely adopted by our membership, 

the same consideration and timely response should be given to email from any member or coworker.  

 

All messages transmitted or received will be considered as documents being the property of the Credit 

Union.  Even if you delete messages from your mailbox, the Credit Union can retrieve them for future 

reference if warranted.   

 

Personal Email accounts are not to be used on the Credit Union network.  No web-based email service 

such as Hotmail, Facebook email, Gmail, or Yahoo email will be accessed from Credit Union computers.  

 

Email messages must not contain statements or content that is libelous, offensive, harassing, illegal, 

derogatory, or discriminatory.  Foul, inappropriate or offensive messages such as racial, sexual, or 

religious slurs or jokes are prohibited.  Sexually explicit messages or images, cartoons or jokes are 

prohibited. 

 

Email attachments are a primary source of viruses and malware Trojan horses.  Sending and receiving 

attachments is discouraged.  Under no circumstances should you open an Email attachment from a sender 

you do not know and trust. 

 

The Credit Union may choose to revoke Internet and email access from any employee at any time for any 

reason. 

 

Social Media 

Red Crown Federal Credit Union has developed social medial guidelines.  If an employee is creating or 

contributing to blogs, wikis, social networks, virtual worlds or any other kind of social media both on and 

off redcrown.org, he or she must follow the guidelines.   

 

Cell Phones 

Employees who possess a personal cell phone or other electronic device must keep personal phone calls, 

Internet, application, and electronic media, or miscellaneous use and texting to a minimum during work 

hours.  The incidental personal use must not interfere with your work.  If your position is in a member 

contact area, the ringer must be placed in the silent mode as to not interrupt business.  No photos are to be 

taken with a cell phone of coworkers and of the workplace, unless for business related purposes. 

 

Employees who have been issued Credit Union cell phones are expected to protect the equipment from 

loss, damage, or theft.  Upon resignation or termination of employment the employee will return the 

phone to the Credit Union.  Employees are not to lend or give out to anyone their cell phone, unless 

authorized to do so by Credit Union management.  Credit Union cell phone billings will be reviewed by 

accounts payable and management at time of payment.  

 

Credit Union cell phones are not to be used for soliciting outside business ventures, advertising for 

personal enterprise, or soliciting for non Credit Union related purposes.  The users of Credit Union cell 

phones are responsible for adhering to local, state, federal, and international laws related to the access and 

use of cell phones. 

 

If a cell phone is set up to receive Credit Union email, it must be approved by management and protected 

with a password. 
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Red Crown Federal Credit Union 

 

Technology Usage Policy 

 
 

 

 

 

“I have received a written copy of the Red Crown Federal Credit Union’s Technology Usage 

Policy.  I fully understand the terms of the policy and will abide by the policy.  I realize that the 

Credit Union’s security system may record any website that I visit and keep a record of and 

Internet activity in which I transmit or receive any kind of file.  I acknowledge that any email or 

electronic media message I send or receive may be recorded and stored in an archival file for 

management’s use.  I know that any violation of this policy could lead to dismissal or even 

criminal prosecution.” 

 

 

 

 Signed: ______________________________________ Date: ___________________ 

 

 

 Printed Name: ________________________________ 
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Product & Services Opening Controls Access Controls Mitigated

Methods Methods Risk

LEGEND      Demand Deposit Accounts
I-In Person Shares-Savings

O-Online Share Draft-Checking

M-Mail Money Market

P-Telephone Business Share Draft - Checking

D-Draft/Check

A-ATM/POS

LEGEND      Savings and Time Deposits
I-In Person Share Certificates of Deposit

O-Online IRA Shares

M-Mail IRA Certificates of Deposit

P-Telephone IRA-Roth

D-Draft/Check IRA-Educational

A-ATM/POS

LEGEND      Loans
I-In Person Consumer - 

O-Online Collateral-Secured

M-Mail Share Secured

P-Telephone Share Secured-Certificate

D-Draft/Check Line of Credit

A-ATM/POS Unsecured

C - CUDL Business

Mortgage

Home Equity Line Of Credit (HELOC)

MasterCard

Red Crown Federal Credit Union

Products and Services Risk Assessment

I, P, M, O

An account must be opened 

through proper procedures 

before a certificate can be 

issued or before money can be 

put into an IRA.

Must open account through 

proper procedures before loan 

can be processed.  

I, P, O, Fax

Any consumer loan request that is not 

made in person will be followed up by a 

phone call to the member at a phone 

number known to the credit union. 

Business loan requests are to be made in 

person. The loan application  will be signed 

upon closing of the loan. Income 

verification may be required on loan 

requests. 

LOW

Stable, well known customer base.  Those 

accessing via telephone are required to 

supply non-public information.   The 

Member can see their balances online.  

Member can request a check to be sent to 

only the address on record.  Online, they 

supply account number and password to 

transfer money only to pay loans or to 

preauthorized accounts within the credit 

union and request a check to be sent to 

only the address on record.  Card and PIN 

required at ATM.  No POS for Share 

Savings Accounts.

LOW

I, P, O, M, Fax, C

LOW

These can be opened by mail or on the 

phone; however, any activity by mail is 

verified by signature. Any activity over the 

phone requires non-public information to 

confirm identity.  Any funds disbursed are 

either placed  into the account or paid by 

check to an address on record.

I, P, M

I,P,M, O

Proper procedures are in place 

to ensure validity of 

information provided for 

account opening.

I,P,O,M,A,D

Section XIII - Information Security - Attachment D
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Product & Services Opening Controls Access Controls Mitigated

Methods Methods Risk

LEGEND      Miscellaneous

I-In Person Direct Deposit-Shares/Share Drafts I, M, P I,O,M,P,D,A

O-Online ACH Deposits-Shares/Share Drafts I, M, P I,O,M,P,D,A

M-Mail Payroll Deduction-Loan Payments I, M, P I,O,M,P

P-Telephone ACH-Loan Payments I, M, P I,O,M,P,D,A

D-Draft/Check Courtesy Overdraft (from Shares) I, M, P I,O,M,P,D,A

A-ATM/POS Overdraft Protection I,M,P I,O,P,D,A

LEGEND Service Types

I-In Person      Internal/External

O-Online Teller Services

M-Mail Payment Protection Insurance

P-Telephone GAP/Extended Warranty

D-Draft/Check

A-ATM/POS

LOW

Tellers require non-public information to 

confirm member.  Loan protection and life 

savings are set up at the time the loan is 

processed or the account is established.,  

Proof and documentation is required prior 

to any payout.

I, O, M, P These services are offered to 

all members. Loan protection 

insurance, GAP, and extended 

warranties are set up at the 

time a loan is processed as a 

cost to the member if 

requested. 

I, M, P

Direct deposit is sent in by 

employer via payroll for share 

and share draft accounts. Loan 

payments and/or deposits that 

are from payroll 

deduction/ACH require the 

member's signature. Member's 

must sign for overdraft from 

share/savings.

Direct deposits are sent back if the money 

deposited is for anyone other than the 

member on the account. Routing number 

and account numbers are required on ACH 

actions and the member must complete 

and sign a payroll deduction form with this 

type of activity. Members that have only 

share accounts will receive quarterly 

statements unless there is ACH activity. 

Verification must be received before 

automatic overdraft from shares will be set 

up. If in person or by phone, verification is 

made by obtaining non-public information. 

If request is by mail or fax, verification of 

signature is required.

LOW
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Product & Services Opening Controls Access Controls Mitigated

Methods Methods Risk

LEGEND      Internet Based

I-In Person Online Banking I,P,O O

O-Online Online Loan Application-Submission only O O

M-Mail Bill Payer I,P,O O

P-Telephone T, O

D-Draft/Check

A-ATM/POS

Mobile Banking T, O Online banking system maybe 

accessed by Smart Phone

LEGEND      Other

I-In Person Checks I, M, Fax

O-Online Debit Cards

M-Mail

P-Telephone

D-Draft/Check

A-ATM/POS

cards.

Wires

I, P

Members are required to 

supply non-public information 

for all phone requests. Proper 

ID is required if request is 

done in person.

I, P

Well known member base. Members are 

required to supply non-public information 

on phone requests and proper identification 

if in person. Call backs are made to 

members with phone number that is on 

record with CU if the amount is over 

$3,000.

MODERATE

Member must have card and PIN in order 

to access ATM . In case of suspicious 

activity, debit card will be blocked by Fraud 

Watch. Member and credit union will be 

notified. CU's website and after hours 

phone message provides a number 24/7 to 

report lost or stolen LOW

Identification or other proof of 

identity  prior to issuance.

M

The online banking and bill 

payer are set up by credit 

union staff for the member at 

their request. A form is 

completed and signed by the 

member to initiate the request. 

The member is given 

instructions and a temporary 

password  when set up. The 

member is advised to change 

their password that is only 

known to them when 

accessing the online system 

for the first time. Online loan 

applications are processed by 

the lending staff.

Online banking and bill payer are set up by 

credit union staff for the member at their 

request only. A form is completed by the 

staff member and a temporary password 

and instructions are provided to the 

member. If over the phone, the member 

must provide non-public information prior to 

establishing the password. The member is 

advised to log on and complete a series of 

questions and answers and to change the 

temporary password to something that is 

known only to them. Member must used ID 

and password each time they access the 

online system. Loan applications are 

followed up by a phone call to the member. 

MODERATE

Section XIII - Information Security - Attachment D

Page 49 of 50



Risk Level

Current Risk Rating 

Low

Moderate

High Risk

Internal control system/processes are adequate for size and complexity of the operation. Compliance 

considerations are incorporated into all products and areas of the services. Compliance systems and 

controls quickly adapt to changes in programs, regardless of how frequently or infrequently those changes 

occur. No loss has occurred to the credit union

Some Minor weaknesses in internal controls. This may be due to lack of personnel or technology required 

to maintain adequate or on-going review of products and accounts; however random review is maintained. 

Compliance systems and controls are generally adequate and can be adapted to changes in the services. 

The credit union may set a limit and accept some margin of risk to improve member convenience, but no 

losses have occurred.

No controls or inadequate internal controls in place. Material weaknesses which may not adequately cover 

high-risk areas may result in a higher risk of fraud. Compliance systems and controls are not current and 

are inadequate to comply with and adapt to changes in services. Some losses may have occurred in the 

past.

Description
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